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Abstract. Information systems in general and process awdmnimation
systems in particular support the execution of ess processes. This support
is based on the assumption that the informatiotesysruly reflects the state of
the domain where the process takes place. Basddsassumption, humans do
not need to directly “sense” the state of affaRather, decisions are made
based on the state as reflected in the informati@em. This paper explores
the situation where this assumption does not hwdyely, the situation of data
inaccuracy. In particular, it formalizes data inaexy and addresses three
questions: (a) how is data inaccuracy manifesteal pmocess? (b) what are the
expected results of data inaccuracy? (c) how chostoess to data inaccuracy
be increased? The understanding gained with respahese questions should
form a basis for designing processes to be morastphvoiding problems due
to data inaccuracy.
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1 Introduction

Business process management has attracted theicatteri both business and
academia in the past two decades. Typically, treudoof research has been on
process aware information systems and workflow mameent systems. However,
business processes are usually performed by humlamsise resources. Information
systems provide different levels of support to bass processes. The basic support is
a simple reflection of the activities that are pemnfed and their effect on the state of
the organization and its environment. At the higid eof support, process aware
information systems enact, coordinate, and manlkggetactivities, while reflecting
their effect. At all levels, the basic assumptionerlying business process support, is
that the information system truly reflects the estaif affairs. Based on this
assumption, humans do not need to physically s#reseurrent state for deciding
what activity to perform at a given moment and howwerform it. However, it is well
known that the information which exists in an imf@tion system is not always
completely reliablg1].

The question is what would happen to the businessegs if and when the
information its execution relies upon does notytdflect reality; will it be able to
complete? What would be the results? Clearly, tien® one answer to this question,
as the answer is highly situation dependent. Ustilate, consider the following two
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scenarios. The first one addresses a process tdtouopreparation, which includes
the analysis of work and materials required foffilfilg the customer’s needs,
estimating their cost, and determining the priceb#o charged based on business
considerations. The goal of the process is reachistate where the quotation is ready
and sent to the customer. Now assume the matersalhas been falsely recorded in
the information system and does not reflect theagtrice. This would not stop the
process from achieving its goal, and the resulthaf inaccuracy may even remain
unknown. It might, however, have an effect on thsihess value achieved by the
process (under-pricing will harm profitability, Wi over-pricing might lead to
rejection by the customer).

The second scenario addresses a process wherk&ageas sent by a courier to an
address given by a customer. The goal of the psoiseseaching a state where the
package is received at the delivery destination @rdirmed by the recipient. Now
assume the destination address recorded is intofeeg., Birmingham Alabama
instead of Birmingham UK). Clearly, it would be iogsible for the process to
achieve its goal.

While data-aware process design has been invesfigab some extent
[71]10][9]]15][16], the focus of attention has been on combinilega flow with
activity flow, and avoiding design time errors. Atd centric perspective at run time
has also emergef][5][6][17], allowing changes to the process at run tinfelev
maintaining its soundness. However, systems ofkimg, like “traditional” process-
aware information systems, depend on the qualitythef data and build on the
assumption that the data is reliable. To the besuo knowledge, avoiding runtime
problems that may arise due to data deficiencidsusiness processes has not been
addressed so far. Hence, before solutions can belaped, some understanding of
the considered phenomenon should be achieved.

This paper aims at exploring the situation wheeitfformation system does not
truly reflect the state of a domain where a protakss place, namely, the situation of
data inaccuracy18]. In particular, we ask the following questiorfa) how is data
inaccuracy manifested in a process? (b) what aee etkpected results of data
inaccuracy? (c) how can robustness to data inacgura increased? We address
these questions using the conceptual frameworkeoeneric Process Model (GPM)
[11][12], which is anchored in an ontology that depéxisnain behavior.

The remainder of the paper first provides a forpadion of data inaccuracy and
some relevant concepts. Then the three questioesepted above are addressed.
After discussing the questions based on the GPMceamnal framework, we
demonstrate the suggested ideas using an exanmipllyFconclusions and future
work are presented.

2 Formalizing data inaccur acy concepts

This section formalizes the notion of data inaccyréased on the Generic Process
Model (GPM)[11][12]. GPM is ontologically-based in that it usesgecific set of
fundamental constructs developed originally by Bufig[3] for modeling “real
world” domains. The basic set of concepts includésings, properties, composition,
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attributes, states, events, and laws. A processrisidered a “trajectory” of states in a
certain domain comprising things. An important asgethe notion of goal which is a

set of states the domain is intended to reacheatttd of the process. The left-hand
side of Fig. 1 depicts the main concepts used déprasenting the dynamics of a
process in the real world.

Real world ' Information system '

Domain ] Thing g ----- /I*-——--TInformation object
-has <>—‘
State variable Data item
State -sets value I
| Value K-—-T--d-Value
Law |J -modifies value
-Changes -
Function
Event <_ __ <- -
| |
LT —— io____ A
ql—\ _Govern$ -executes
|
|
External Internal : Process model
= AP — ]

Fig. 1. Real world process and its reflection in an infoiorasystem

According to GPM, a (real world) process takes @lat adomain which is a
compositething, including things (e.g., courier, customer) anelitinteractions. The
state of a thing (and of the domain) is the set of valu# its state variables
(properties — e.g., address). States are changeddnts(e.g., package sent), which
can beexternalto the domain ointernal, in which case they are governed by léng
of the domain. The real world is reflected in théormation system, depicted in the
right-hand side of Fig. 1, where dotted lines der®tepresentation relation. Things
are represented bgformation objects which have a defined set of attributesdata
items whose value reflects the value of a corresponsiate variable at a moment in
time. Hence, the values of all data items at a nmtrimetime reflect the current state
of the domain. Events are reflected foyctionsof the information system (can be
some computation or input made by a user), whicifpoalues of data items. Note,
these functions can include the creation or deletiban information object with all

1 Note, there are also information objects thaeatfthe history of things (e.g., transaction).
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its set of data items. Finally, in systems thatuide an executablerocess modelt is

a reflection of the domain law, according to whikbl system functions are executed.
The correspondence between a domain and its repatise in an information

system is formalized in the following definition.

Definition 1: Let X={x1, %,...X,} be the set of state variables of the domain and
DI={d,, d,...d,} be the set of data items in the information systé&k:X—DI is a
function such that j@R(x) implies that dis the data item that reflects the state
variable x We denote the couple stk> where ¢=R(X) acorrespondingcouple.

Note that, according to our notation, whilestands for a state variabbe,is its
value; similarly,d; is the value of the data item. dAs an example, consider the
inventory level of an item;xwhose real value at a moment in time;idt is reflected
by a corresponding data iteminl an information system, whose value at that ndme
is di. Changes in the inventory level are reflected pdates in the value of the
corresponding data item.

We are interested in exploring situations where diognain state is not truly
reflected by the information system state. We uUs® dorrespondence relation to
define these situations.

Definition 2: A domain state sx(, X,,...X,), is truly reflected by an information
system stategs(d;, d,,...d,) iff x=d; V corresponding couple s&>. Inaccuracy of
datais a situation wherg a corresponding couple s> such thak=d..

Considering the inventory example above, wked, the information system does
not accurately reflect the real inventory level.

Definition 2 is one basis for the following discigss of data inaccuracy and its
effects. The second basis is the GPM notion of peddent sub-domains which we
briefly introduce here (more details can be foumfLB][14]).

Definition 3. A sub-domairis a part of the domain described by a subset of X

When looking at a sub-domain at a moment in tiraehestate variable of the sub-
domain has a value, and together they define tte sf the sub-domain. This state is
actually aprojection of the state of the entire domain on the sub-dom@he
projection of a domain state s over sub-domain deisoted as;s When the domain
transforms and changes its state, a sub-domaimlamge accordingly. We then say
that the domain law is projected on the sub-dombiowever, for a given sub-
domain, the changes in its state variable valugsdegend on state variables outside
the sub-domain. For example, consider a sales aledka sale order as a sub-domain
in an order fulfilment process. Accepting or réjeg an order depends on state
variables outside this sub-domain, such as invgr&rels, production capacity, and
the customer’s credit. Observing this sub-domairsatation, the law might seem to
be unpredictable.

In some cases, the projection of the law over admubain is such that the
transformations depend only on state variablesimitie sub-domain itself. Consider,
for example, a sub-domain of a warehouse receigmgds. The goods may arrive
from a supplier or from a sub-contractor, but thejgxtion over the warehouse would
not be affected by state variables outside the waarge itself. In other words, in this
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case the law is a function mapping states of thedamain to states of the sub-
domain. A given unstable state of the sub-domalhakivays map in the same way,
independent of the state of the whole domain, arté independent of the states of
other sub-domains. We will then say that the sulmaio behavesndependently
Partitioning of the domain into independently-behgvsub-domains is often a
consequence of different actors acting in the dom@hese actors can be people,
departments, machines, computers and combinatfdthese.

Definition 4: A sub-domain Bof D will be called arindependently behavingn
short arindependentsub-domain iff the law projection on'3 a function.

Note that a sub-domain can be independent at seta@ftstates and not at others.
Independent behavior of sub-domains is discussed18j[14] as a necessary
condition for concurrency. When sub-domains becamiependent, they may start
operating concurrently; this is represented in esscmodels as a split point. When
they reach a state where their (projected) lawds independent, this would be
represented as a merge point in a process modeteitvethe sub-domain which will
continue transforming at the merge thentinuationsub-domain. Various kinds of
merge behaviors exist, differing from each othetha conditions that activate the
continuation of the proceg43]. One known behavior, that can merge sub-dosnain
that operate concurrently, is when the processimaation is activated only when all
the independent sub-domains have reached the nfeegsed being independent).
This is called aynchronizingnerge, as formalized in the following definitions.

Definition 5: A set of states is a parallel split iff there exist at least twabs
domains such that for every state iy &ach sub-domain is independent and is in an
unstable state.

Definition 6: Let D‘<D, k=1..n be independent sub-domains operating
concurrently following a split pointss A set of states,g is asynchronizing merge
iff a continuation sub-domainTexists, such that:

(1) Each sub-domain'thas at least one unstable state projected to &olmmain
state for which the continuation sub-domaifiB stable, and at least one stable state
u, projected to from a domain state where the coatinon sub-domain Bis unstable.

(2) For each sub-domain, there is at least ope¢hat projects onto the same
unstable state of Das all other sub-domains.

(3) There are no other unstable states of tfiemjected into by a state in the
merge set &

The stability in (1) assures each sub-domain wilait” for the others before
continuation is activated. (2) and (3) assure Bfawill only begin changing when all
sub-domains have “arrived” at their “appropriatefatess (y). Together, these
conditions assure synchronization.

To demonstrate the definition, consider a procelssrev several parts need to be
manufactured for a product to be assembled. Whproduction order is given, the
domain enters a split state where each part is rbgda separate production cell.
When each cell has completed making the part, ¢fierests”. Only when all cells
completed (hence each is at rest — in a stable)sthe domain enters a state where
the product can be assembled, namely, the coniimusiib-domain is activated.
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Synchronization of independent sub-domains is adagcept in our discussion of
the consequences of data inaccuracy in the follgwettion.

3 How isdata inaccuracy manifested in a process?

For discussing the potential consequences of datecuracy, let us return to the
two scenarios introduced in Section 1. In the fgsénario an inaccurate value of
material cost was recorded in a quotation prepargirocess. The process continued
and completed without detecting the inaccuracyhénsecond scenario, an inaccurate
delivery address was recorded in a package deliwergess by a courier, preventing
the process from achieving its goal and completing.

These two scenarios are clearly different with eespo the effect of inaccuracy.
However, the fundamental underlying difference toatses different results of
inaccuracy needs to be explored. In particularwigh to explore the circumstances
under which inaccuracy would be acknowledged inozgss.

To address this question, we now abandon the gepareew introduced earlier of
the “real world” domain and its reflection in th&drmation system. Rather, we look
at the process domain as including both the realdwend the information system.
Formally, our process domain will be representedthy set of state variables
XP=XuUDI = {X1, Xo,...Xn, O, Ch,...dn}. Addressing this extended domain, we rely on
the notion of independent dub-domains to explaie ttonsequences of data
inaccuracy.

In the second scenario above of a package delivieyed courier, the extended
domain includes “real” state variableg,(X,,...X,) such as the ordering customer, the
delivery destination, etc., and state variableglihgl their reflections (d d,,...d,).
Once the order details are recorded, the procesggsses at a sub-domain which
includes some ‘real” state variables (e.g., meahdransportation) as well as
reflection data items (e.g., the delivery addre$h)s sub-domain acts independently
of the sub-domain holding the real delivery desioma Assuming the delivery
address has been incorrectly recorded, the indgpégdacting sub-domain would
not be affected by the real delivery address. Rglyin the corresponding data item,
transportation is arranged, and the package isstbamd sent. At the same time the
other (recipient) sub-domain may transform, premafor the package to arrive. The
two sub-domains should cease being independergyarathronize at the merge point,
when the package arrives. At the merge point, theadn state is expected to be as
follows: the courier sub-domain has brought thekpge to its destination and
became stable; the recipient sub-domain is stabléng for the package; the process
continuation would be triggered when the recipigets the package. However, due to
the mismatch between the real destination anefbsation, the actual state reached is
not a state projected to from the merge, since#ukage is not at the same place as
the recipient. Hence, synchronization cannot talecep and the process cannot
continue.

In contrast, consider the first scenario above wheraterial cost was falsely
reflected in a process of quotation preparationil&\felying on the reflected value of
material cost, the process does not include any wteere “synchronization” with a
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sub-domain including the actual value is requitdence, the process may achieve its
goal without recognition of the error that has beete.

Summarizing this discussion, data inaccuracy besoapparent when the sub-
domain including the reflected value of a statealde is synchronized with the sub-
domain which includes the real value. Such syndkadion can be a result of the
required course of the process, typically when jgay®perations are performed.

4 What arethe expected results of data inaccuracy?

In the courier example discussed above, data imacguresulted in a situation
where the process got stuck and could not achisvgdal. However, this is not
necessarily always the case. Different situatioightriead to different results, and it
is important to be able to characterize and disisty the cases where the results
could be severe.

In the following discussion, summarized in Fig.vi® assume that the process
includes a synchronization point, so inaccuracypatentially be acknowledged.

One factor that may affect the results of inaccyriacthe existence of multiple
paths in the process. There are three possibifitiethe law to address a state variable
(and its corresponding data item). First, the laayrtuse” its value on every possible
path leading to the process goal. In this caseyahe ismandatoryfor the process to
complete, and, based on our assumption, synchtamzeith the real value will be
required before or at the process goal.

Second, the law may use its value on a subseteopdiths leading to the goal. In
this case the value @ptional for the process completion. If the process takpath
where the value is not used at all, inaccuracy matl affect the process. Otherwise, if
the process takes a path where the value is used,igaccuracy is recognized, it may
be possible to roll the process bd8kto a point where a different path can be taken.
This might have a negative effect on the businesslis of the process. For example,
if the recipient’s cell phone number is discovetedbe wrong when delivery needs to
be coordinated, some other means of communicati@sbe used (e.g., email). This
might take more time than if the number was correct

Third, once recorded, the value of a state variahight not be used by any
transition in the process, and is hemedundant In this case, the value might be
needed for other processes in the organizationm#fie thus assume that analyzing
the consequences of its inaccuracy should be didhea&gpect to those processes and
not in the analysis scope of the process undeliadenagion.

Even when considering a mandatory variable or dwa¢ is used on the chosen
process path at runtime, two possibilities exist@she results of synchronization
with the real value. (a) Due to inaccuracy, thecpss would not reach a state where
synchronization is possible. This is the above diesd case of the courier process.
(b) Despite the inaccuracy, the process reaches egem state, namely,
synchronization is possible, and the process cagress towards achieving its goal.

In the latter case, two other possibilities existst, it might be that the granularity
at which the law operates in indifferent to thecimaracy in the represented value. For



8 Pnina Soffer

example, consider an inaccurate value represemtiventory level, which should
synchronize with the real inventory level when miateneeds to be issued. The law
relates to the amount that needs to be issuetielfdal inventory level is above the
required amount, then the process can continugtt@thaccuracy may not even be
acknowledged.

Second, it might be that facing the real value,piecess would take a path which
is different than the one planned and still achiete goal. In this case the
consequences might be different in terms of busimpesformance measures. In the
courier process described above, assume delivesy planned based on a wrong
transportation schedule. Once the error is ideatjfispecial delivery can still be
made, but at higher costs.

Statevariable use Mandatory Optional Redundant
Statevariableuseat | Used, rollback — Used, rollback——  Not used
runtime impossible\ possible
Result at Syncironization *Synchronization "Synchronization
synchronization impossible possible on different possible, no effe¢t
path l \ l
l ~Sa £
Effect on the Goal unreachable Lp. Reduced Ly No effect
pr ocess outcome performance

Fig. 2 Possible results of data inaccuracy

5 How can robustness of processesto data inaccuracy beincreased?

Data inaccuracy is clearly related to runtime ajgesses. However, it is possible
to take this possibility to account at design tiraad design a process to be more
robust to errors that may occur in the represevadaes.

As discussed above, inaccuracy is not necessaslyodered at the moment it
occurs. It might be discovered only later on in gnecess, after many actions have
been performed based on an incorrect value, sorestimen it is too late to restore
the process to a state from which its goal candbéesged. In other cases, inaccuracy
might not even be recognized after the processdadhed its goal (e.g., the quotation
preparation process), but business results woulthbreed.

The following issues come up from our above disamssa) Inaccuracy can be
discovered when the sub-domain including the rédiéo/alue of a state variable is
synchronized with the sub-domain which includes d& value. (b) The result of
inaccuracy is expected to be different for différetate variables that participate in
the process.

Considering point (a), such synchronization caralyesult of the required course
of the process, typically when physical operatiaresperformed. However, it can also
be added to the process as a step intended ty ¥eefreflected values, in order to
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prevent execution based on false information. B dhbotation preparation example,
such verification could be achieved by collectinfprmation from different sources
(e.g., supplier and inventory records) and comative values obtained. It is even
not necessary for the verification to use the x@dlie. Rather, verification might be
achieved through comparison with similar quotatjons through a review by
independent experts. In general, verification wdagda step where the process cannot
continue unless the values that relate to the fi8ateon match some values that are
independenof that reflection.

Still, we do not propose to introduce verificatisteps for each state variable value
in the process. This would result in inefficien&ather, based on issue (b) above, we
should identify the state variables whose potemtiatcuracy results would be most
severe, and make sure their value is verified leedory harm is done.

6 Demonstr ation

This section demonstrates the above presented idgaapplying them to an
example process. To visualize the process, we atiepWorkflow nets with Data
(WFD-nets) notation proposed [}0][16] for data incorporated workflow models. A
WFD-net is a Workflow net, namely, a Petri net wathe initial place and one final
place, whose transitions are annotated to repredatat operations. The notation
relates to three operations: write (wt), read (ad delete (del). To support our
purposes, we add a fourth one, Synchronize (snptae that the real value of a state
variable is synchronizing with the process at thatsition. Note that WFD-nets also
include Guards, which are guarding functions tipgicey the conditions for selecting
a specific path. In our example these are not §pdci

Our example process is of organizing outdoor saaitlities, typically ordered by
companies for groups of their employees. When &omex’s order is received, the
details are agreed upon and recorded. These intthedglanned date, the location, the
type of activity (it can be some sporting activitydesignated workshop, or a guided
tour), specific requirements regarding the foodléstnumber of participants), and
required means of transportation. Transportatioangements are not always needed,
and it is possible that the participants will agriat the meeting location by
themselves. On the planned date, physical prepastnh the location are made, and
the participants arrive (by themselves or by therdmated transportation). After the
social activity is executed, payment is made. Tioegss model is depicted in Fig. 3.

To demonstrate our ideas, we shall consider passitnbrs in the representation of
some of the state variables in the process (eagtbgiitself, not in combination with
others).

Planned date — assume the planned date is falsetyded. The synchronization
with the real value of this state variable is om fflanned date itself, either when
transportation waits for the participants or whee activity itself should take place.
Clearly, if the activity is organized for a date ieh is different than the one the
participants prepared for, synchronization canmdtetplace and the process gets
“stuck”, unable to achieve its goal.
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Y

Insert order details

Wi Customer order,
planned date, location, content,
means of transportation,
food requirements, price

Arrange guided \I/ 1 5 3 7 Coordinate
9e g Arrange workshop | | Arrange sporting Coordinate catering .
tour » : transportation
Rd: date, content activity service

Rd: date, content, ; : Rd: date, maans of

" ' Wit: workshop plan Rd: dale, content Rd: date, food requirements . .
location WE activie Wi: Cateri d transportation, location
Wt tour plan /L - acthity plan - Latering order, menu WL transportation order

Bring group to location Self arrival

Prepare location Rd: Tms. Order

Rd: date, location, content Sn: date, location, transportation

Execute social activity

Rd: date, plan, catering order |
Sn: date, location, content,
food requirements

Receive payment

Rd: customer order
Wi: payment transaction
Sn: price

5

Fig. 3. The social activity organization process

Means of transportation — assume the customer resjusome means of
transportation, while the record in the informatiegstem is for self arrival.
Synchronization is when the participants would whait transportation to arrive,
which would not take place. However, this path gianal in the process model.
Once the problem becomes apparent, it may stilbdssible to “roll back”, so the
participants use their own vehicles and arrivehat lbcation. This would take time
and reduce their satisfaction, so the process woilable to achieve its goal, but with
lower performance indicators.

Food requirements — assume a requirement for vegretmod was falsely entered.
Synchronization of this state variable is while Hoeial activity is being executed, so
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it would probably be too late to roll back and mepother kinds of food. Again, this
would not stop the process, but reduce the levphdicipants’ satisfaction.

Price — assume there has been an error in thedestqrice. The synchronization
of this state variable is when payment is madenfesy would be possible (so the
process can still achieve its goal), but profiigpinight be harmed.

The analysis of inaccuracy with respect to theage stariables demonstrates the
different possible consequences. Clearly, the megtre would be inaccuracy of the
date. Still, inaccuracy would have harmful resfittsall the other state variables as
well. One of the reasons for this is that synctration only takes place when, in
most cases, it is too late to recover without asgl A possible solution would be to
introduce a synchronizing step earlier in the pssceFor example, it would be
possible to send the plans to the customer foraapronce they are ready. This
would constitute an early synchronization pointd aamable detecting inaccuracy
when it is still possible to change the plans armmichany damage to the process.

7 Conclusions

A lot of effort has been devoted to the design airgl process models and the
development of process aware information systensipport them. However, these
all depend on the quality of the representatiorthie information system. Humans
have learnt to rely on information systems and takendecisions based on the
information they provide about the state of the ldioHence, designing business
processes to be robust and resilient to deficisrmiel inaccuracy in the data stored in
the information system is an important challenge.

This paper is a first step towards systematicatigrassing the possibility of
runtime data deficiencies when designing procesgses first step, it conceptualizes
the problem and provides some understanding afinterlying mechanism. It also
motivates further investigation of this issue bghiighting the consequences and
possible results of data inaccuracy.

As future work, a lot has yet to be done and mamgstjons are still unanswered.
In particular this would include identifying the &ak links” — the state variables
whose verification is crucial for the process tiiage its goal. Following this, the
challenge remains to provide methods that wouldgstipthe design of processes to
be robust and avoid problems related to data imacgu

Acknowledgement: Some of the ideas presented in this paper aresthit of discussions with
Michael Vaknin, who brought the issue of data ingacy to my attention.
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